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Introduction 

To demonstrate compliance and facilitate our customer’s review of legitimate 

data transfers related to Showbie’s services considering the EU General Data 

Protection Regulation (GDPR) and the ruling of July 16th, 2020 from the Court of 

Justice of the European Union (Schrems II ruling), we have below summarized 

our assessment with respect to the transfer impact. The TIA is based on 

available guidance from the European Data Protection Board (EDPB) regarding 

how organizations shall ensure compliance with the data transfer rules post the 

Schrems II ruling.  

Step 1: Know your transfers

By opting-in to our data center location terms available to EEA-customers, all 

content including personal data related to the use of our services will be stored 

in AWS’ data center in Sweden. This means that the use of AWS in Sweden will 

not result in data being store outside the EEA, and the GDPR transfer rules and 

Schrems II do not apply to this use.

As specified in the DPA, and as elaborated in this guidance, Showbie makes 

additional use of carefully selected sub-processors both within and outside 

the EEA. The sub-processors located outside the EEA will have access only to 

certain limited personal data of a less sensitive nature to the extent necessary 

to provide their services from the US. Related transfers to our sub-processors 

outside the EEA are thus limited to the US.

Step 2: Identify the transfer tools you are 
relying on

Transfers to Showbie Inc. in Canada are covered by the EU Commission 

adequacy decision for Canada. Further, by execution of the new EU Standard 

Contractual Clauses for the transfers of Personal Data (SCC) applicable from 

2021, the international data transfers involved with Showbie’s services are 

provided an extra layer of protection. Showbie executes the SCC module 2 

(Controller-Processors) as part of Showbie’s DPA available to all EEA-customers. 

Showbie further ensures execution of valid SCC module 3 (Processor-Processor) 

with all relevant sub-processors to cover onward transfers to Showbie’s  

sub-processors located outside the EEA. This ensures that our sub-processors 

are bound to equal obligations as Showbie pursuant to the SCC module 2.

As transfers to our sub-processors outside the EEA are limited to the US, 

Showbie also awaits the expected adequacy decision related to the announced 

EU-U.S. Data Privacy Framework. Following recent updates, this is expected to 

be granted by the EU Commission during the first half of 2023 and will, for the 

benefit of our EEA customers, constitute a separate lawful basis for transfers to 

Showbie’s sub-processors certified under this new framework in the US.

Step 3: Assess whether the transfer tool relied 
upon is effective in the circumstances

The EU Commission adequacy decision relating to Canada is effective and no 

further assessment is needed according to the EDPB guidelines. The onward 

transfer of limited personal data to the approved sub-processors outside the 

EEA relies on EU SCC. 

Showbie has not received any requests from government authorities outside 

the EEA related to the provision of or access to any of our customer’s personal 

data. Neither is Showbie familiar with that any of Showbie’s sub-processors 

have received any governmental requests regarding Showbie customer data. 

As part of our TIA-survey, all Showbie sub-processors with access to certain 

limited customer data have among other provided information about their 

handling of governmental request for access under US surveillance laws such as 

the FISA 702 and similar national legislation. There is nothing in the survey 

results indicating that there is a transfer risks due to governmental requests 

for Showbie customer data. While the results from this survey revealed that 

Showbie’s sub-processors may formally be subject to such legislation we have 

received no information indicating that such problematic law will be applied to 

Showbie’s data transfers in practice. 

However, and despite that the nature of the limited personal data processed by our 

sub-processors seems irrelevant for US authorities, it cannot be completely ruled 

out that Showbie sub-processors may be met with requests from the US authorities. 

As such, and for the case that Showbie in such case will be prevented from fulfilling 

all obligations pursuant to the SCCs entered with our customers Showbie has 

adopted several supplementary measures according to step 4 below to further 

decrease the likelihood of governmental access to Showbie personal data. 
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Step 4: Adopted supplementary measures

Showbie has adopted contractual, organizational, and technical measures as 

presented below. In addition, Showbie has confirmed with our sub-processors 

that they too have implemented relevant and sufficient supplementary 

measures. This process has been part of Showbie’s TIA survey and the related 

procedure we have applied to all our sub-processors that may process Showbie 

customer data. 

CONTRACTUAL MEASURES AS SET OUT IN THE SHOWBIE DATA 

PROCESSING ADDENDUM INCLUDE:

• Showbie notifies the customer if it receives a legally binding request 

from a public authority or becomes aware of any direct access by public 

authorities to personal data transferred.

• If prohibited from notifying the customer and/or data subject, Showbie 

will use its best efforts to obtain a waiver of the prohibition, with a view to 

communicating as much information, as soon as possible. 

• Where permissible, Showbie will provide the customer, at regular intervals 

for the duration of the contract, with as much relevant information as 

possible on the requests received. 

• Showbie is obligated to review the legality of the request, to challenge 

the request if there are reasonable grounds to consider that it is unlawful 

and to provide the minimum amount of information permissible when 

responding to a legally binding request. 

• AWS’ supplementary addendum to the AWS GDPR DPA includes 

strengthened commitments to protect personal data, in particular by 

promptly notifying customers of government requests and challenging 

requests, which conflicts with EU or member state law.

ORGANIZATIONAL MEASURES ASSOCIATED WITH THE SHOWBIE 

SERVICE INCLUDE:

• Showbie has implemented internal procedures to ensure transparency 

and proper management related to potential orders received from any 

governmental body regarding request for access to or disclosure of 

customer data.

• Showbie has established dialogue with all our sub-processors that may 

process customer data and collected sub-processor information as part of 

our data protection questionnaire procedure. 

TECHNICAL MEASURES ASSOCIATED WITH THE SHOWBIE 

SERVICE INCLUDE:

• Showbie has ensured that customers who has opted-in for use of 

storage region Sweden will have all data and content stored at AWS’ 

state of the art data centers in Sweden (outside scope of Schrems II).

• Showbie has verified that AWS provides industry-leading security 

measures, such as encryption in transit and at rest, and monitoring and 

logging of infrastructure and applications.

• Showbie has verified that sub-processors outside the EEA only 

processes personal data necessary to provide their services (data 

minimality principle) and that all data are encrypted in transit and at rest.

With the above measures applied, Showbie considers that the transfer impact 

related to Showbie’s use of sub-processors is limited and conclude that we fulfil 

our obligations to our customers pursuant to the SCCs of the Showbie Data 

Processing Addendum.

Step 5: Procedural steps necessary to 
implement effective supplementary measures

No procedural steps are required with regard to relying on the EU Commission 

adequacy decision for Canada. 

The updated 2021 version SCC is incorporated without material variation or 

modification to Showbie’s DPA. As such, the new SCC constitute an integral 

part of and will be executed as part of customer entering into the DPA. No 

procedural steps are necessary with regard to relying on the unmodified SCC as 

the relevant transfer mechanism under the GDPR.

Once the EU Commission adopts an adequacy decision related to transfer 

of personal data to the US based on the expected EU-U.S. Data Privacy 

Framework, we will follow the related procedures to rely on this transfer 

mechanism and act accordingly for the benefit of all Showbie’s EEA customers. 

This includes among other for Showbie to ensure that sub-processors in the US 

certify under this new transfer mechanism. 

Step 6: Re-evaluate at appropriate intervals

Showbie reviews and, where necessary, adapts the measures it has implemented 

on a regularly basis. Showbie will notify customers of any changes with regard 

to use of sub-processors and obtain the customer’s written consent, or of other 

material changes of relevance to ensuring legitimate data transfers. 




