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1. Introduction 

Showbie Inc. (“Showbie”), a provider of  a  web-based  and  tablet  application 

service that  can  be  used  by schools and teachers  to  assign,  collect,  and  

review student work, is dedicated to ensure that its services are available to 

customers in accordance with applicable data protection law. 

In July 2020, the Court of Justice of the European Union (CJEU) issued a 

landmark judgement regarding the transfer of personal data to the US, the 

so-called Schrems II ruling. While the court stated that EU-U.S. Privacy Shield 

framework is invalid, the EU Standard Contractual Clauses was upheld as a legal 

basis for transferring personal data from European Economic Area, “EEA”, to 

countries outside the EEA. In practice, the ruling is relevant for a large number 

of Norwegian and European businesses where suppliers, sub-suppliers or 

wholly/partly owned subsidiaries in the US or other third countries receive or 

have access to personal data.

Showbie is based in Canada and avails of the European Commission adequacy 

decision approving certain personal data transfers to companies located in 

Canada. However, since Showbie relies also on the use of sub-processors, 

and some of those are located in countries outside the EEA, we trust that our 

customers appreciate to receive information about the dataflow and transfer 

mechanism related to providing our services. 

We are therefore happy to share detailed information about how our customers 

can ensure compliance with the EU General Data Protection Regulation 

(“GDPR”) when using our service, as well as how Showbie has duly responded 

to the Schrems II ruling to ensure compliance related to the use of non-EEA 

sub-processors.

This guidance is provided to demonstrate that our customers can trust 

that information processed in relation to the Showbie service is adequately 

protected in accordance with the GDPR. We have obtained legal advice 

and assistance from Advokatfirmaet Simonsen Vogt Wiig’s top-ranked data 

protection team in Norway in the preparation of this document. 

2. Requirements for Transfers of Personal Data  
Under the GDPR

2.1 THE SCHREMS II RULING IN SHORT

The ruling concerned the complaint raised by EU citizen (Max Schrems) 

regarding Facebook Ireland’s transfer of personal data to Facebook Inc. in the 

US on basis of the Privacy Shield Framework and the EU’s Standard Contractual 

Clauses (SCC) on transfers to data processors.  The court’s conclusion was that 

Privacy Shield does not provide sufficient protection against US surveillance 

programs, in such way that it will safeguard the fundamental rights of the GDPR 

and the EU Charter. Accordingly, the court declared the Privacy Shield invalid 

with immediate effect. 

At same time, the court maintained that the SCCs for transfers outside of the 

EEA is a valid basis for transfers. The court noted that even if the SCCs do not 

bind US (or other third countries’) authorities, the SCCs contain mechanisms 

that render it possible to deal with situations where e.g. third country authorities 

have access to personal data without sufficient legal guarantees equivalent to 

those under EU law. 

In practice, the ruling is relevant for a large number of Norwegian and European 

businesses where suppliers, sub-suppliers or wholly/partly owned subsidiaries in 

the US or other third countries receive or have access to personal data.

As we will address further below, Showbie is a company based in Canada and 

avails of the adequacy decision approving data transfers to Canada. Further, 

Showbie relies on the use of certain trusted sub-processors located in countries 

outside the EEA, and has therefore carefully studied the judgement to ensure 

compliance with the ruling when using such trusted sub-processors. 

Following the ruling, Showbie has taken significant practical steps in relation to 

the location of data centers for processing of all data and content, with regard 

to limiting data transfers to third country sub-processors and with regard to the 

contractual safeguards for our services. 

However, before we address in further details how Showbie has responded to 

the ruling to ensure GDPR compliance, we will provide a brief overview of the 

general legal requirements for data transfers under the GDPR.
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2.2 APPLICABLE REQUIREMENTS FOR DATA TRANSFERS UNDER 

THE GDPR

While the GDPR implies strict requirements for the transfer of personal data 

from within the EEA to countries outside this area, it should be noted that 

the GDPR and the transfer requirements are relevant only to the extent the 

transferred data relates to an identified or identifiable natural person, i.e. 

constitutes “personal data”. The definition of personal data under the GDPR 

implies that data that does not in any way relate to individuals falls outside the 

scope of the GDPR and the transfer requirements. This means, for example, 

data that are of a pure technical nature and all data that have been fully 

anonymized are not subject to the strict transfer requirements.

The GDPR sets out that transfers of personal data outside the EEA requires a 

legitimate transfer mechanism to ensure adequate protection of the data. First 

of all, the European Commission has concluded that certain countries outside 

the EU offer an adequate level of data protection. This implies that personal 

data transfers can be transferred to such approved countries without any further 

restrictions. This is particularly relevant to Showbie’s services since as a result 

of the 2002/2/EC Commission Decision adopted on December 20, 2001, 

Canada was added to the list of approved countries. The effect of this adequacy 

decision is that personal data can flow from our customer in the EEA, including 

in Norway and Sweden, to Showbie in Canada, without any further safeguards 

being necessary. 

In addition, in the absence of an adequacy decision, the GDPR allows for 

transfer if the parties to the transfer have provided appropriate safeguards. The 

available appropriate safeguards under the GDPR are:

• EU Standard Contractual Clauses for the transfers of Personal Data (SCCs);

• Binding Corporate rules (BCRs);

• Codes of conduct;

• Certification mechanisms; and

• Ad hoc contractual clauses.

The SCCs are legally binding standard agreements adopted by the European 

Commission. Once executed between a data exporter in the EEA and a data 

importer outside the EEA, the SCCs provide guarantees that the recipients of 

the personal data outside the EEA will protect the transferred data as required 

by the GDPR. The SCCs are by far the most commonly used transfer mechanism 

to ensure lawful and secure transfer of personal data to recipients outside the 

EEA. 

2.3 GUIDANCE FROM THE EUROPEAN DATA PROTECTION 

AUTHORITIES

In order to ensure that international data transfers will not undermine the 

personal data protection afforded by the GDPR, the European Data Protection 

Board (EDPB), representing all data protection supervisory authorities in the 

EEA, has provided guidance on how organizations  shall ensure compliance with 

the data transfer rules post the Schrems II decision. 

The guidance outlines six steps which all EEA businesses must take before 

transferring personal data outside the EEA:

1. Know your transfers

2. Identify the transfer mechanism you are relying on

3. Is the transfer mechanism effective in light of all circumstances of the 

transfer?

4. Adopt supplementary measures 

5. Take applicable procedural steps

6. Re-evaluate at appropriate intervals

The first step is to know your transfers. In order to evaluate whether a third 

country transfer of personal data complies with the GDPR, the business shall, as 

a starting point, map and assess whether personal data is being transferred to 

third countries or not. 

It is important to note that “transfer” is subject to a broad interpretation. Hence, 

not only storage and processing of data outside the EEA constitutes transfer, 

but also storing personal data in the EEA and giving someone outside the EEA 

access to this data is considered a transfer. If the results from the mapping 

exercise indicate that no personal data is being transferred outside the EEA, it is 

not necessary to evaluate the next steps in the guidelines. 

The second step is to identify the transfer mechanism you rely on. By “transfer 

mechanism”, the EDPB refers to the legal basis the transfer of personal data is 

relied upon. This includes among others the EU Standard Contractual Clauses 

(“SCCs”). Per today, the SCCs are considered a valid legal basis for third country 

transfers.

If a country is covered by an adequacy decision, the business does not need 

to take any further steps in order to ensure third country transfer compliance. 

In April 2021, the following countries were covered by an adequacy decision: 

Andorra, Canada (commercial organizations), the Faroe Islands, Guernsey, 

Israel, Isle of Man, Japan, Jersey, New Zealand, Switzerland, and Uruguay. 

The third step is to assess whether the transfer mechanism you are relying on 

is effective considering all circumstances of the transfer. As illustrated in the 

Schrems II case, there may be national surveillance laws that, depending on the 

particular transfer, could prevent the recipient in a third country from complying 

with obligations in the EU Standard Contractual Clauses. 

Step four is to assess the need for supplementary measures if the assessment 

under step three indicates that the transfer mechanism in itself does not provide 

a sufficient level of protection of personal data. Supplementary measures may 

have a technical, contractual, or organizational nature. The key point is to assess 

whether the transfer mechanism, together with the supplementary measures, 

ensures sufficient safeguards for the particular transfer.

The EDPB draft guidance provides recommendations to the assessment of 

supplementary measures.  The guidance has, however, been subject to massive 

criticism in a public hearing ending December 21, 2020. In light of this criticism, 

it is expected that the EDPB will revert with a moderated guidance. The EDPB 

has not yet announced when the revised recommendations will be presented, 

but there are indications that the final guidelines will be published close to 

summer 2021. 
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Step five and six refer to procedural steps if effective supplementary measures 

have been identified, as well as re-evaluating the level of protection of 

transferred personal data at appropriate intervals. The procedural steps differ 

depending on which transfer mechanism the business is using or intends to use. 

Pending the revised EDPB guidelines, the lawfulness of third country transfers 

must be subject to a concrete assessment of the circumstances of the transfer, 

taking into account the transfer mechanisms, the nature of the data transferred, 

the level of protection provided in the country of the recipient, and the 

technical, organizational, and contractual measures established. 

2.4 PRACTICE BY THE DATA PROTECTION AUTHORITIES  

IN NORWAY AND SWEDEN

In line with the other European data protection authorities, the data 

protection authorities in Sweden and Norway have prepared guidance and 

recommendations on third country transfers post the Schrems II ruling. However, 

presumably due to the uncertainty regarding the pending guidelines from the 

EDPB, the Norwegian and Swedish data protection authorities have so far not 

taken any initiatives to enforce the data transfer rules, e.g. by issuing orders or 

sanctions for companies to stop transfers to the US or other third countries. 

In fact, in the current official guidelines made available by the Norwegian and 

Swedish data protection authorities, both authorities express that, provided the 

EEA data subjects have      enforceable rights according to the GDPR, which can 

be ensured by and effective remedies such as the SCC, then the international 

data transfers remain legitimate. However, a prerequisite for customers located 

in the EEA to be able to rely on SCCs as legal transfer mechanism, is that the 

customer shall ascertain the level of protection provided by the SCCs will be 

achieved in practice in light of all circumstances of the transfer.  

Further, as a general note, there is currently no enforcement by the data 

protection authorities in Norway and Sweden stating that it is per se illegal to 

transfer personal data to the US based on the SCCs. Moreover, it is not illegal 

per se to use US based sub-contractors. 

Sub-Processor
Description of 
Processing

Categories of Data Processing Location(s) Transfer Mechanism
Supplementary 
Measures

Amazon Web Services

21155 Smith Switch 
Road, Ashburn, VA

Database hosting—all 
data and content 
contained in Showbie is 
stored in Amazon Web 
Services.

All data and content. Customers in the EEA 
may opt-in to use of 
data center in Stockholm 
region (Sweden) from 
September 30, 2021. 

(USA for customers 
who have not opted for 
Stockholm).

Use of data center 
in Sweden does not 
constitute a transfer 
outside the EEA. 

For customers who 
have not opted for data 
center in Sweden: EU 
SCC for transfers to 
USA.

Encryption in transit and 
at rest. 

Monitoring and logging 
of infrastructure and 
applications. 

Contractual 
commitments 
(supplementary 
addendum to DPA).

Amplitude Analytics 

631 Howard St Floor 5, 
San Francisco, CA

App usage statistics for 
analytical product and 
marketing purposes.

Students: no data. 
Teachers: public user ID, 
organization ID, country, 
state/province.

USA. Will be offering 
EEA-based storage 
soon. Showbie to 
investigate this as an 
option.

EU SCC. Encryption in transit and 
at rest.

Data minimization 
(limiting identifiable 
data).

Chartio

548 Market St Suite 
19064, San Francisco, 
CA

Charts and dashboards 
tool used to provide 
administrative reports 
and user statistics.

Public user ID, first 
name, last name, email 
address, and school.

USA. EU SCC. Encryption in transit and 
at rest. 

Data minimization 
(limiting identifiable 
data).

3. How Showbie Ensures Compliance with Applicable Requirements for Personal Data Transfers

3.1 SHOWBIE’S USE OF SUB-PROCESSORS 

The sub-processors used when providing Showbie to customers within the EEA are set out below:

Continued on next page…
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CloudFront

21155 Smith Switch 
Road, Ashburn, VA

Content delivery 
network for application 
performance 
improvement. 
CloudFront is a service      
provided by Amazon 
Web Services.

Processes web cookies 
that include public 
user ID.

USA. Files are 
temporarily stored in 
servers located around 
the world and delivered 
from S3 to the closest 
available CloudFront 
server to the customer’s 
location. Although 
CloudFront datacenters 
do exist in the EEA, for 
optimal performance 
and reliability, we have 
no control over which 
data centre customer 
files will be temporarily 
stored. Thus, CloudFront 
cannot guarantee that 
the servers will reside 
in the EEA for EEA 
customers.

EU SCC. Encryption in transit and 
at rest. 

Monitoring and logging 
of infrastructure and 
applications. 

Contractual 
commitments 
(supplementary 
addendum to DPA).

ConvertAPI

111, Vilnius, LT-10105, 
Lithuania

File conversion service 
(used for converting files 
to PDF).

In addition to receiving 
the file itself, ConvertAPI 
also receives the public 
user ID.

Amsterdam (the 
Netherlands).

N/A (Within the EEA). N/A

Customer.io Notification service for 
sending application 
email notifications to 
Showbie users.

Public user ID, email 
address, display name, 
first name, last name.

USA. Offers European 
Union region data 
hosting to EEA 
customers. Showbie is 
investigating this as an 
option. 

EU SCC. Offers European Union 
(EU) region data hosting 
to EEA customers. 

Encryption in transit and 
at rest. 

Intercom Product notification 
and technical support 
delivery.

Public user ID, first 
name, last name, email 
address, school, phone 
number, profile images, 
school, location/region, 
IP address.

USA. EU SCC. Encryption in transit and 
at rest.

Segment.io, Inc.

100 California Street 
Suite 700,  
San Francisco, CA

Collection and 
transmission of relevant 
metadata to enable 
application functionality.

Public user ID, first 
name, last name, 
email address, school, 
location/region, phone 
number, profile images, 
IP address.

USA. Will be offering 
EEA-based storage soon 
(Dublin only). Showbie 
to investigate this as an 
option.

EU SCC. Segment.io has 
announced to be in 
process of offering data 
storage in EU (Segment-
data-residency).

Showbie will take 
relevant actions to 
make this available 
for Showbie’s EEA 
Customers.  

Encryption in transit and 
at rest.

Sentry

45 Fremont Street, 8th 
Floor, San Francisco, CA

Application error 
monitoring to identify 
application problems 
and troubleshoot issues.

Public user ID and IP 
address.

USA. EU SCC. Encryption in transit and 
at rest.

Whereby

Myntgata 2, 0151 Oslo, 
Norway

Video streaming tool. Video stream. Ireland. N/A (Within the EEA). Encryption in transit and 
at rest.

https://segment.com/blog/get-data-residency-ready/
https://segment.com/blog/get-data-residency-ready/
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3.2 THE MOVE TO USE OF AWS IN STOCKHOLM  

(DATA STORAGE LOCATION)

Amazon Web Services (AWS) is the provider of multiple redundant servers 

operated by AWS at data centers in different countries around the globe, which 

are all state of the art, secure, climate-controlled, and constantly monitored. 

Showbie’s software-as-a-service applications reside on AWS data centers and, as 

such, AWS is a key sub-processor to Showbie. 

Before the Schrems II ruling, and up until now, all data and content contained 

in Showbie has been stored in AWS’ secure data centers with servers located in 

the US. However, as a response to the Schrems II ruling, in April 2021 Showbie 

has initiated a move from the use of AWS data centers in the US to using AWS 

servers located in Stockholm. 

The move implies that all Showbie’s customers located in the EEA will be 

offered the possibility opt-in to AWS’ infrastructure in Stockholm which means 

that all data and content related to the Showbie services can be stored on 

servers in this region as of September 30, 2021. 

The Norwegian Data Protection Authority, in particular, has made it clear that 

storage and processing by a US-based service provider in the EEA does not 

constitute a data transfer subject to the GDPR transfer rules and the Schrems II 

decision. This applies irrespective of the fact that a service provider is part of a 

company group with parent company having its headquarters in the US.

Consequently, for our customers in EEA who choose to opt in to the use of data 

storage in Stockholm region, the processing of all data and content by AWS will 

be outside the scope of the strict GDPR transfer rules.

In February 2021, AWS published a blog post detailing the measures it takes 

in order to comply with the GDPR post Schrems II. AWS’ supplementary 

addendum to the AWS GDPR DPA, which was introduced in February 2021, is 

available to all customers using AWS to process their customer data whether 

data are transferred outside the EEA or not. The supplementary addendum 

introduces strengthened commitments to protect the data, in particular by 

promptly notifying customers of government requests and challenging requests, 

which conflicts with EU or member state law.

3.3 THE USE OF OTHER SUB-PROCESSORS

While Showbie offers the customers the possibility to opt-in to have all data 

and content stored in AWS’ data centers in Stockholm, Showbie also uses a few 

other sub-processors who will have access to data on a need-to-know-basis in 

order to provide their services. 

As set out above, Showbie’s sub-processors outside the EEA do not process 

content, but rather the limited metadata to provide their services. To the extent 

that the metadata can be related to identifiable individuals this constitutes 

processing and transfer of personal data. 

The legal basis for transfer is the EU Standard Contractual Clauses. As an 

integral part of the Data Processing Addendum, the customer and Showbie 

executes the EU Standard Contractual Clauses. The transfer from Showbie to 

the approved sub-processors outside the EEA takes place according to Clause 

11 of the EU Standard Contractual Clauses:

“Where the data importer subcontracts its obligations under the Clauses, 

with the consent of the data exporter, it shall do so only by way of a written 

agreement with the sub-processor which imposes the same obligations on 

the sub-processor as are imposed on the data importer under the Clauses”.

The conditions for use of sub-processors is fulfilled through the customer’s 

approval of the sub-processors and by Showbie imposing the same obligations 

on the sub-processors as are imposed on the data importer. This is done by 

executing a sub-processing agreement and the EU Standard Contractual 

Clauses between Showbie and each of the sub-processors. 

By execution of the EU Standard Contractual Clauses, the international data 

transfers involved with our services are provided an extra layer of protection. 

Further, Showbie and its sub-processors will notify the customers in case of any 

inability to comply with the EU Standard Contractual Clauses and will provide 

transparency around potential requests from national authorities related to 

access to the transferred personal data in accordance with the EU Standard 

Contractual Clauses.

3.4 UPDATED GDPR COMPLIANCE FRAMEWORK 

To help our EEA-customers to ensure compliance with the requirements for 

personal data transfers according to the GDPR and related practice, Showbie 

offers a complete and updated GDPR compliance framework package, 

including the following documentation.

Document Showbie’s Response to Schrems II

Terms of Use  
(opt-in clause)

Data storage in Stockholm (Sweden) available for EEA 
customers by opt-in.

Data Processing 
Addendum

Transfer-clauses updated to reflect the data transfers 
and  enhance the compliance with applicable 
requirements.

EU Standard 
Contractual Clauses

Executed with all EEA customers to establish a 
valid transfer mechanism covering all personal data 
transfers to sub-processor's outside the EEA.

Privacy Policy Updated with relevant information about Showbie's 
data processing activities and safeguards related to 
secure data transfers.

Guidance Sheet 
(this document) 

Detailed information about how Showbie has 
responded to and assist customers related to 
complying with the Schrems II ruling.

4. Summary: The Six Steps Required by EDPB  
to Ensure Compliance 

To demonstrate compliance and facilitate our customer’s review of Showbie’s 

services in light of the GDPR data transfer rules and the Schrems II ruling, 

we have below summarized our services with respect to the EDPB’s six step 

guidance. 

1. KNOW YOUR TRANSFERS

• By opting in to our terms available to EEA-customers, all content including 

personal data related to the use of our services will be stored in AWS’ 

data center in Sweden as from September 30, 2021. This means that the 

storage and processing of data by use of AWS in Sweden will not result in 

data being transferred outside the EEA, and the GDPR transfer rules and 

Schrems II do not apply.

• As specified in the DPA and as elaborated in this guidance, Showbie 

makes use of carefully selected sub-processors both within and outside 

the EEA. The sub-processors located outside the EEA will have access 

only to limited metadata necessary to provide their services.

https://aws.amazon.com/blogs/security/aws-and-eu-data-transfers-strengthened-commitments-to-protect-customer-data/
https://www.showbie.com/terms/
https://www.showbie.com/privacy/
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2. IDENTIFY THE TRANSFER MECHANISM YOU RELY ON

• Transfers to Showbie Inc. in Canada are covered by the EU Commission 

adequacy decision for Canada.

• Showbie executes valid EU Standard Contractual Clauses as part of the 

Data Processing Addendum available to all our EEA-customers, covering 

all transfers of personal data related to the use of agreed sub-processors.

3. IS THE TRANSFER MECHANISM EFFECTIVE IN LIGHT OF ALL 

CIRCUMSTANCES OF THE TRANSFER?

• The EU Commission adequacy decision relating to Canada is effective and 

no further assessment is needed according to the EDPB guidelines.

• The transfer of limited metadata to the approved sub-processors outside 

the EEA relies on EU Standard Contractual Clauses. 

 › Showbie has not received any requests from government authorities 

outside the EEA related to the provision of or access to any of our 

customer’s personal data. Neither is Showbie aware that any of 

Showbie’s sub-processors have received government requests with 

regard to Showbie’s customers data. 

 › However, even if the nature of the limited metadata processed by 

our sub-processors seems irrelevant for US or other third country 

surveillance authorities and no requests have been made so far, it 

cannot be totally ruled out that sub-processors may be subject to 

third country surveillance laws.

 › On this basis, Showbie and the approved sub-processors have 

adopted contractual, technical and organizational measures to 

ensure sufficient safeguards in light of the circumstances of the 

transfer, cf. below.

4. ADOPT SUPPLEMENTARY MEASURES 

• Showbie has adopted supplementary contractual measures in the Data 

Processing Addendum, including to:

 › Notify the customer with regard to change of sub-processors, 

and to obtain written consent with regard to data transfers and to 

provide reasonable assistance to the customer in complying with the 

customers obligations under applicable law.

 › Use reasonable effort to redirect any orders received from any 

governmental body regarding request for access to or disclosure of 

customer data. 

 › Promptly notify the customer if Showbie is compelled to disclose 

customer data, unless Showbie is prevented by law from doing so, 

and, if prohibited from doing so, use all reasonable and lawful efforts 

to be provide as much information as possible to the customer.

 › If compelled to disclose any customer data, challenge any 

overbroad or inappropriate disclosure, including where the request 

conflicts with the GDPR and, in any case, disclose only the minimum 

amount of customer data necessary to satisfy the request. 

• Customers who have opted-in for use of region Sweden will have all 

data and content stored at AWS’ state of the art data centers in Sweden 

(outside scope of Schrems II). 

 › AWS provides industry-leading security measures, such as 

encryption in transit and at rest, and monitoring and logging of 

infrastructure and applications.

 › AWS’ Supplementary Addendum to the AWS GDPR DPA introduces 

strengthened commitments to protect the data, in particular 

by promptly notifying customers of government requests and 

challenging requests which conflicts with EU or member state law.

• Sub-processors outside the EEA only processes metadata necessary to 

provide their services (data minimality principle) and all data is encrypted 

in transit and at rest.

5. TAKE APPLICABLE PROCEDURAL STEPS

• No procedural steps are necessary with regard to relying on the EU 

Commission adequacy decision for Canada.

• EU Standard Contractual Clauses are an integral part of and are executed 

as part of entering into the Data Processing Addendum. 

6. RE-EVALUATE AT APPROPRIATE INTERVALS

• Showbie will notify the customer of any changes with regard to use of 

sub-processors and obtain the customer’s written consent for any data 

transfers.

• Showbie is obliged under the EU Standard Contractual Clauses to 

promptly notify the customer in the event that a change in legislation is 

likely to have a substantial adverse effect on the effect on the warranties 

and obligations provided by Showbie or its sub-processors under the EU 

Standard Contractual Clauses.

• Showbie will continue to monitor changes in law and practice, particular 

the awaited updated EDPB guidance and practice of national data 

protection authorities, and will assist the customers in complying with 

regulatory requirements. 


